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Npo AataueHTtp «MAPKOBUN» . @

bBe3neka Ta HaginHICTb iIHPPACTPYKTYpH . @

[Mpo KomnaHito Po3MmiLLIEHHA cepBepHOro 061aaHaHHA

EKpaHOBaHI KIMHaATK

Ceptndikatu, MaptHepwn, TexHonorii

AKi 334a4i BUPILLYIOTb HALLi KNIEHTU

IHppacTpyKTYypa B YKpaiHi abo EC

® 110 OTPUMYIOTb HaLLi KNIEHTH

[MybniyHa xmapa

* AK MM NOYHEMO CRiBMpPaLLO

[prBaTHa Xmapa

Pe3epBHe KONitoBaHHA Ta aBapiliHe

: * [TpunKknag peanisauii NPoeKTy
BiIHOBNEHHSA AaHUX

OO0 ®0 0O o

* Halli KOHTaKTK

CDI— XmapHi poboui micuga

D NAPKOBUIA




Oatauentp «MAPKOBUMW» - eanHuit 3 KoMepuiHMX paTaueHTpie B
Ykpaini mae ceptudikat TIER |ll Big Uptime Institute, skuir Bignosigae

Mi>kHapogHoMy cTaHgapTy TI1A 942,

HALLA MICIA

3abezneunTn epekTUBHY Ta cTabinbHy poboTy I T-iHdpacTpykTypm
yKkpaiHcbkoro 6isHecy Ta fAepxyCcTaHOoB.

[MpoeepeHa MogepHizauia obnagHaHHs. [lepexig Ha
enmHuin ctaHaaptDELL Ta Cisco

[NMocuneHHsA ekocUcTEMM 3aXMUCTY OaHWMX Ta BripoBagXeHHA

AOOATKOBMX Cepeicie Kibepbezneku

3anyck TexHonorii Retention Lock Backup + Data Domain

3axucT bekanie Big 371aMy | 3HUWEHHSA

G%Lﬁﬁ_’/ NMAPKOBUW

OATAULEHTP

HALUI KNIEHTU

Ham poBipsioTh aepcaBHi CTpYKTYpU Ta HarbBinbLwi npueaTHi bizHecu B
YkpaiHi.

@ BaHk Kpeaut OHinpo 8’ HADTOIA3
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TOPFOBA ENEKTPUYHA KOMIAHIS

s0raAaH




Ceptudikati, napTHepu i TexHonorii

IHpopmaLiiHa besneka Ta AKICTb HaJaHHA KntouoBi compliance cepTndikath HaLoOTl TEXHIYHOI KOMaHAN
nocnyr  3rigHO 3 MDKHaApoAHUMM |
YKPAIHCbKMMM CTaHOapTamMm vmware

KC3| ISO 27001:2022 SO 27701 e b
PCI DSS 4.0.1 1SO 9001
CERTIFIED

CISCO
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Microsoft
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PilwweHHA Ta cTaTycun Big, CBITOBUX Nligepis

DAl B vmware ™ Microsoft MARATHON- APC

VCSP Competency
by Schneider Electric

TeCh ﬂO|Og l eS Approved Partner
® £ BROADCOM’
hahn J5E e s vimmware® iatel) ==
PaNDuUIT ULl (ntel” :
CISCO M et by Broadcom




Byayemo 6e3neyHy Ta reorpadiyHo
po3HeceHy iIHPPACTPYKTYpY




My6niuHa xmapa Ha VMware by Broadcom/ Hyper-V

lNMpo nocnyry:
O 1aaS indpacTpykTypa B YKpaiHi abo EC
O MangaHuumk y Knesi Ta J/IbBOBI
O sLA:99,95%
O TecToBUM Nepiop i 4,OAATKOBI cepBicH
© rHyuke macwrabysaHHa pecypcis

O KepyBaHHA 3a gonomoroto vCloud Director/VMM

O MomicAvHa Tapudikauia

O ISO 27001, 1SO 27701, I1SO 9001, KC3I, PCI DSS, SAP Ta gBodaKTOpHa aBTEHTUPIKALLIA




NpusaTtHa xmapa

MpuBatHa xmapa (private cloud) — ue ¢isnyHo i30nboBaHa
BipTyanbHa iHPpacTpyKTypa, nobygoBaHa nig Aitouy IT-
iHGPACTPYKTYpPY 3aMOBHUKA. BCi pecypcn ana xmapHux cepsicis
(cepBepwu, cuctemm 3b6epiraHHA AaHUX, MEPEXHKEBI KOMMNOHEHTU i
M3) BM OTPpMMYETE B KOPUCTYBAHHSA AK NOCAYTY.

o Cepsic goctynHuit y Knesi, /lbBosi, abo EC o Bucokuni piBeHb NPpOAYKTUBHOCTI

MpmBaTHa xmMapa A403BOSISE WBUAKO ByaysaTu reorpadiyHo- [MpmBaTHa xmMapa nobyaoBaHa Tiflbkn AN OAHOro
PO3HECEHI MangaH4YnKm 6e3 BENMKMX IHBECTULIN 3aMOBHMKa, BiAMNOBIAHO | Pi3NYHI, | BipTyarnbHi NOTY>KHOCTI
YTUII3YOTBCA CepBicamMu nuwle O4HOro KIlieHTa

[MpuBaTHY XMapy MOXHa KaCTOMi3yBaTu Nig 3aBaHHA Pi3nYHMN piBEHb — KOHTPOSb AOCTYNY A0 wadu Ta
KrnieHTa. lNpoBangep Hagae pilleHHs, sike Bianosigae BigeoHarnsa.
TEXHIYHUM BUMOram [MporpamHumn — Zabbix, npoayktn VMware.
o YnpaBniHHA o BapTicTb
HocTtyn fo kepytoumx KOMMNoHeHTIB VMware Takux sk 3a Benuknx obcsriB gaHMX i HaBaHTaXXeHb NPUBATHY

vCenter, vRealize Log Insight, NSX Ta iH. XMapy yTpuMyBaTu AelueBLue, HK nyonivHy



MNpo nocayry:

Pennikauia 3acobammn VMware abo Veeam

3anycK pe3epBHOro maigaHuymka npotsarom 30 xB.

YacTKkoBa TapudikaLia pecypcis

Pe3epBHMI MalAaHUYMK Y NPUBATHIM XMapi

ManpgaHuuK y Knesi, JIbBoBi Ta Bapasi

Customer On-Premises
Infrastructure

mmmm

VMware | Hyper-V Replication

209

WAN Acceleration
(optional)

Production Host

Service Provider
Infrastructure

p
oo

.[1 VMware | Hyper-V

Cloud
Gateway

Cloud Host

-

lNMpo nocayry:
Bekan 3acobamn Veeam
IHTerpauia 3 Veeam B&R Server KnieHTa

Pe3epByBaHHSA Gi3NYHOT iIHOPACTPYKTYpU

3axucT Big, BuaaneHHa 6ekany

MangaHunK y Knesi, J/bBosi Ta EC

Customer On-Premises Infrastructure Service Provider Infrastructure

T

|
VMware | Hyper-V — Replication

: ) »
m Production Primary WAN Acceleration Cloud
Storage Backup SpEoni) Gateway

Repository




CDI

CDI — xmapHi poboui micua Ha 6a3i VMware Horizon. PiweHHs gonomoxke
opraHisyBaTtu ctabinbHy BigganeHy poboTy cniBpobiTHMKIB 3aBAAKM HAAINHUM
KOMMNOHEHTaM iHPPaCTPYKTYpPU AaTaUEHTPY, AKa CTBOpPeHa ANna 3abe3neyvyeHHs

6e3nepebinHoi poboTn Npm byab-aKMX CLEHapIAX.
4

LeHTpanizyBaBwK poboui HaBaHTaXKEHHA Ta Hose poboue micue Cuctema nobyaosaHa 6e3 eANHOT TOUKMK
pecypcu, BU MOXKeTe YTUNI3yBaTU EMHICTD, PO3ropTaETbCA 32 NiYeHi BiZMOBM Ta MiHiMi3y€e npocTih poboyoro yacy
AKa 3a3BMYaAN NPOCTOIOE. XBUJIVIHWA. CNiBPOBITHUKIB.
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[aHi He 3an1LWatoTb 3aXULEHNI NEPUMETP 3HUXKYIOTbCA BUMOTU PiweHHA 3abe3neyvyeTbCcs HY1bOBUMM

CUCTEMM | HE MOXKYTb MOTPANUTM B YYXKi [0 NOTiCTUKK Ta IHBECTMLIAMM, 3aNYCKAETLCA 3 MiHIMaNbHUM

PYKM. obcnyroByBaHHA KNacTePOM i PO3LLMPIOETLCA BIOKamu,
KiIHLEBUX NPUCTPOIB. 3a0WWA4XKYHOUM KOLITH.




DartaueHtp «MAPKOBUN»

Teputopifa, aBTOHOMHICTb Ta 6e3neka

- CepBepHi npumilLeHHA NnobyaoBaHi No NpuHUMNy
«MPUMILLEHHA Y NPUMILLLEHHI» O rapaHTye
AOAATKOBMI 3aXUCT Big, byab-AKMX 3arpos

- CtabinbHa poboTa 6e3 }KoAHOT 3yNUHKKU Hi Ha CEKYHAY

EHeproHe3saneXHicTb Ta aBTOHOMHICTb

- Tpu axkepena 6e3nepebitHoro xmneaeHHa no 1,6
MBT, 0a1H 3 AKKX B pe3epsi

- ABTOHOMHa An3enb-reHepaTopHa eNeKTpoCcTaHL,is,
AKa 34aTHa 3abe3neuynTun cTabinbHy i winogobosy
poboTy AaTtaueHTpy

Cucrema oxonopyKeHHA

- [JBOKOHTYpHa CUCTEMA OXO/I0AXKEHHA

- PyHKUiA PpiKyNiHrAa BUKOPUCTOBYE 30BHILLHE
NOBITPA B XON0A4HY NOPY POKY Wob 3abe3nevyBaTtn
BMCOKi MOKa3HNKN eHeproepeKTUBHOCTI

Cuctema noXeXoraciHHA

- [MoXeXHa cMrHanisauia i aBTomaTuyHa cMcTema
ra30BOro NoXexoraciHHA

- Ko’kHa malinHHa 3a1a OCHaWeHa aBTOHOMHOO
CMCTEMOIO NOXKEMKOraciHHA Ha OCHOBI IHHOBALLIMHOIO
razy Novec 1230, AKui He WwKoanTb 340poB’to Ta IT-
obnagHaHHIO




be3neKa Ta HagiNHiICcTb iIHppPaCTPYKTYpU

© 30sHiwHi oxxepena eHepronocTayaHHs

NOTYXKHicTo A0 4 MBT

O Tpv axepena 6esnepebiliHoro
¥usneHHa no 1,6 MBt

Q© BnacHa aBToHOMHA AM3enb-
reHepaToOpHa eNeKTPOCTaHLiA

Q© Ceptndikat gna pobotn 3
[EPKCEKTOPOM Ta Byab-AKUM BisHecom

YKpaiHa:
TIER 11l Design, 1ISO 9001, ISO/IES 27001:2022, ISO/IES 27701,
KC3l, sBignosigHictb HBY Ne243, PCI DSS 4.0.1

ST im\%% eimx . ;
g . ToE B HauioHanbHwii @ DSS
DESIGN %/ISOg ! 505 2! 505 63 HK yKD a-IH " J:nuumnr

9001 27001:2022 I1SO 27701

€C:

CepTtudikatm TIER Il Design i TIER Il Facility, ISO 9001, ISO/IES
27001:2022,ISO/IES 27701, ceptudikaTi npauiBHUKIB piBHA Professional,

EPI-DCOS pisHAa 4, PCI DSS 4.0.1
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Po3milieHHA cepBepHOro o6aagHaHHA

EQ

BiamoBocCTiMKicTb poboTun
niaTseparkeHa ceptudikatom TIER 111

®

Mirpauisa Ha niagrotToBAeHy iHPPaACTPYKTYPY
3 cynposoaom cneuianictis LO/,

CTpyKTypOBaHa KabenbHa CMCTEMA - AKiCHE
Ta HaAiHe Qi3nyHe NigKNtYeHHs

MoTy*KHiCTb Ha Wady —
8 KBT/cTilika abo apanTauia nig 3anuT
KNi€HTA

CtabinbHa poboTta 6e3 *KoaHOoi
3YMNWUHKM, HABIiTb Nig Yac 6aekayTy

[octyn oo obnagHaHHA Auwe y
KNieHTa abo MOro ynoBHOBAXKEHOI
ocobu




EKpaHOBaHIi KimHaTH

MNoBsHa i3onAuia Big,
e/1eKTPOMaArHiTHOro Bn/nBy

®i3nyHMM JOCTYN TiNbKM ANA \/)

OKpPEeMOoro Kona cniBpobiTHUKIB

CnpAmoBaHa NI0KasibHa cuctema
MoXeMoraciHHaA

OKpema eKpaHOoBaHa KimHaTa AN \/)

crneujanbHUX noTpeb

Cucrema KOHTPOJIIO AoCTyny v)

Ha 3anuT KJIeEHTa

CurHanisauifa Ta BigeocnocrepexeHHsA 3
AOCTYNOM ANA KNIiEHTA

KOHTpOJ’Ib 3a pO6OTO|O Ta BUKOHaAHHA

IHTerpauia 4oaaTkoBMx He3nekoBmx \/
3aBAaHb cneLjanictamu gaTta-ueHTpy

ab0 KOHTPONIOKOUNX 3aX04iB

KiMHaTK ocHalleHi iHCTpymeHTaMu 6e3neKkun Knacy A Ta CUCTEMOKO KOHTPOJIKO | PaHHbOTO
CNOBiWEHHA NPO BiaxuaeHHA mikpoknimaty VESDA. Mu maemo Bci HeobxigHi cepTudikatm

BiANoBiAHOCTI A4NA poboTK K 3 AeprKycTaHOBaAMMU, TaK i bisHecom byab-AKoro macwutaby.




AKi 3a4a4i BUPIWYIOTb HALWi KNIEHTH

3HUXKeHHA BUTPAT Ha 06cnyroByBaHHA Ta OHOB/NEHHA IT-iHppacTpyKTypum
3axuCT Big, AO0BroTPpUBaAMX BUMKHEHDb CBiTN1a Ta 6aeKayTy
FeorpadiuHe po3HeceHHA JaHUX NO A0A43aTKOBMM MaiigaHuYNKam

AybntoBaHHA XMapHOi iHppacTpyKkTypu y JlbBoBi, MonbLi, Jiutei abo HimeuuuHi

NMoBepHEeHHA B YKPAIHCbKY XMapy Ta ONTUMI3aLia KowTiB nicna posmiweHHa B AWS Tta Azure

MynbTUKNAyA — pO3HECEHHA PU3UKIB NOB’A3aHUX 3 3a/1I@XKHICTIO Big, 04HOro NiapaaHUKa.



LLlo oTpMmyIOTb Halli KNIEHTU

HO

OnTumisauito iHppacTpyKTypm

Byab AKMI cepBic y xmapi nobyaoBaHUI HA
HoBOMY 06/1aAHAHHI A-piBHA Ta BUKOPUCTOBYE
ocTaHHi Bepcii M3. e Ao3BonAe onTumisysatu

pecypcu Ta nobyaysatn epeKkTuBHiI IT-naHawapTu.

Haw poceig 6yayBatu iHGpacTpyKTypy Ans
KPUTUYHMX CEPBICIB NPONLLOB BUNPOOYBaHHA

besneky

nig Yac BiMHM.

LWsunakictb

MoXANu1BICTb OTPUMATH
BENMKUI 06’em pecypciB y
CTUCNI TEPMIHWN.

HaaiitHoro napTtHepa

3HaHHA Ta HABUYKM HALLNX
iHXeHepiB AOCTYNHI ANnA
BUPILLEHHA iIHPPACTPYKTYPHUX
3a/4a4 KNIi€eHTIB.

HaginHictb

®i3nyHi mangaHumkm Ta IT-iHppacTpyKTypa
ceptTmdikoBaHa 3rigHo Bumor TIER 3, gocTtynHa
niagTPMMKa Big, BeHA0pPiIB 06n1agHaHHA Ta 3.

OnepauinHi BUTpaTn

PiweHHs 3abe3nevyeTbCca HY1IbOBUMM

KaniTanbHUMM BUTPATaMu, A03BONIAE 3aNyCKaTUCA 3

MiHIMaNbHUM KNacTepoM i po3LMPOBATUCA
610KaMM, 3a0L,a4KYHOUN KOLLTH.




MoyuaTu cniBnpayio 3 HaMmu gy»Ke Nerko

obcar Ta Habip HeobxigHUX
pecypcis Ta cepsici

Nip6epemo

nepeHectun i HaNnawTyBaTU Bally

onomoxxemo
A iHbpacTpyKTypy

Ta Hanarogumo poborty ana

MNMpoTtectyemo o
HaUKpPAaALW,oro pesyabtaty

3 Bamu Ha 3B’A3Ky
24/7




Mpuknag nobyaosm NpuBaTHOI XMapu ANA BUCOKOHABAHTAXXEHUX CUCTEM

Nis

3aBAaHHA

NobyaoBa oKpemMmoro BiAMOBOCTIAKOro
MangaHuYMKa 3 No4aNbLIMM
nepeHeceHHAM cepsicis. MeTa -

CTBOPEHHA reorpadiyHoO po3noAisieHoro
pileHHs, AKke byae CTiKe A0 30BHILLHIX
BN/IMBIB Ta 1IerKO MacwTaboBaHe.
KpUTUYHMM € HaABHICTb Y NpoBariaepa
ceptmudikaty KC3I.

YKpPaiHCbKNIA eNeKTPOHHUIN CEPBIC AEPrKAaBHUX NOCAYT.
CepBicom KopUCTYOTbCA NoHad 20 mMaH yKpaiHLUiB, iXHA
KiNIbKICTb 3pOCTa€E WOoAaHA.

PiwweHHA

CTBOpEHHSA i30/1b0OBAHOr0 NPOrpamHoO-
anapaTHOro KoOMnaeKcy Ta
HaNaWTYBaHHA MepeXXeBol B3aEMoAii 3
AOJATKOBMM MagaHYMKOM KAi€EHTA.

Pe3synbTar

HapiHui i3onboBaHM ManaaHuUK,
AKMN NOBHICTIO BiANOBIAAE AepPHKABHUM
BMMOram i3 3axmcty iHbopmaliji.
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