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Pe3epBHe KonitoBaHHA i nociyra DraaS
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CDI— XmapHi poboui micuga

Npo Aatauertp « MAPKOBU»

be3neKa Ta HagjnHICTb iHGpPACTPYKTYpH

Po3miLLLEHHA cepBepPHOro 0b61aaHaHHsA

EKpaHOBaHi KimHaTH
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NataueHtp «MAPKOBUW» - €auHMit 3  KOMEepLLiHMX
AaTaueHTpiB B YKpaiHi mae ceptudikat TIER ||| Big
Uptime Institute, AKMM BIANOBIJAE MiKHApPOAHOMY
craHpapty TIA 942,

3abe3neuntn  edektMBHYy Ta  ctabinbHy  poboty
IT-iHdpacTpyKTypH YKpaiHCbKOro bisHecy Ta AeprKyCTaHOoB.

* [IpoBeaeHa MoaepHi3aLia 061agHaHHA
* [lepexia Ha eanHMIA cTtaHaapT Ta Cisco

* CrBopeHo Public cloud Ha VMware Ta Hyper-V
* BBeZeHHA B eKcrn/yaTallito nepLumx npoekxTis Private cloud
* 3anyck cepsicy CDI (XmapHi poboui micugs)

* [ocMNeHHA eKOCUCTEMM 3aXUCTY AaHUX Ta BNPOBAAKEHHS
[J0AaTKOBUX CepBiciB Kibepbesneku

* 3anyck TexHonorii Retention Lock Backup + Data Domain

* 3axucT 6eKanis Big, 31amy i 3HULLIEHHSA

* 3anycKk mikpocepsicHoi niatpopmm Ha 6asi RedHat
OpenShift

@%@ NMAPKOBUM

OATALEHTP

HALUI KNIEHTU

Ham poBipAlOTb  [eprKkaBHi  CTPYKTYpM Ta  HambinbLui
npuBaTHi bisHecK B YKpaiHi.
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CEPTU®IKATU, NAPTHEPU | TEXHOOTII

IHpopMaLiHa 6e3neKa Ta AKICTb HaAaHHA NOCAYT Kntouosi compliance ceptndikatn
3rig4HO 3 MIXKHAPOAHUMM | YKPATHCbKMMM CTaHAAPTaMM HaLWOIl TeXHIYHOI KOMaHAMU

g
) e i B =

PilweHHA Ta cTaTycu BifA CBITOBUX Nigepis

veeAM o
DAL Bl vmware 3® \icrosoft marRatHON APC

A d P
Technologies pproved Partner by Schneider Electric

® © BROADCOM
mn“IT® ||||||| I w mware intel i
VMware Cloud Service
cisco =g oChS

by Broadcom



NAPKOBUN

OATAULEHTP

9

s
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TA TEOIPA®IYHO PO3HECEHY
IHOPACTPYKTYPY
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NMYBNIYHHA XMAPA HA VMWARE
BY BROADCOM

NPO NMNOCANYTY:

l, MaiiaaHumk y Kuesi Ta J/1bBOBI l, TectoBuMin Nepiop, i 4oAaTKOBI cepsicu l, MomicauHa Tapudikauina
|, KepyBaHHs 3a Jonomoroto l, laaS iHppacTpykTypa :
vCloud Director B YKpaiHi abo €EC 5 DAL oo (S s

l, 1SO 27001, 1SO 27001:2022, ISO 9001, ISO/IEC 27017, ISO/IEC 27018, PCI DSS 4.0.1,
KC3lI, PCI DSS, SAP ta agsodaKTOpHa aBTEeHTUdIKaLA

l, SLA:99,95%



MPUBATHA XMAPA

MpusaTHa xmapa (private cloud) — ue ¢isnyHoO i301bOBaHA BipTyanbHa iHGPACTPYKTYypa, NobyaosaHa nia,
Aitouy IT-iHbpacTpyKTYpy 3aMOBHMKA. Bci pecypcn ana xmapHUX cepsiciB (cepsepun, cuctemm 3bepiraHHs
AAHUX, MeperKeBi KOMMNOHEHTU i [13) BU OTPUMYETE B KOPUCTYBAHHS AK NOCAYTY.

Cepsic goctynHuin y Kuesi, JlbBosi, abo EC BucoKuit piBeHb NpoAYyKTUBHOCTI pecypcis

MpuBaTHa  XxmMapa  [A03BOJAE  WBMAKO  OyayBatu MpuBaTHa xmapa nobyaoBaHa TibKM A4NA OAHOro
reorpadiyHoO-po3HECeHi MalgaHuMKM 6e3  BEeINKUX 3aMOBHMKA, BiANOBIAHO i Qi3NYHI, | BipTyasibHi MOTYXHOCTI
iHBECTULIN YTUANI3YIOTbCA CepBiCaMm nLLE OAHOMO KNIEHTA
IHAMBIAYaNbHI pilLeHHA MOHITOPUHT iHDpPaCTPYKTYpPHU
MpuBaTHY XmMapy MOXHa KacTOMi3yBaTW niA, 3aBAaHHA ®i3snYHUIM piBEHb — KOHTPOAb AJocTyny Ao wadum Ta
KnieHTa. [poBaihgep HaAAE TrOTOBE pPilleHHA, fKe BiaeoHarnaa.
BiANOBIAAE TEXHIYHUM BUMOTaM K/i€EHTA MporpamHuii — Zabbix, npoayktn VMware.
YnpaBniHHA XMapoto Baprictb
JocTtyn o Kepytoumnx KomnoHeHTis VMware yepes 3a BeAMKUX 06CAriB JaHMX | HaBaHTAaXXeHb MNPMBATHY

vCloud Director XMapy yTpUMyBaTh AelleBLue, HiX nybniuHy



OpenShift - ue rotoBa mikpocepsicHa nnatpopma Ha 6a3i Red Hat OpenShift
Container Platform, Aake po3ropHyTte 3a pedepeHc-gnsamHom DELL, wo ao3sonde

IT-iHbpacTpyKTypy B

TpaHchOpMYyBaTU  MOHOJIITHY

MaclwTaboBaHy cucTemy.

KoHTeiliHepu3auisa Ta CI/CD

aBTOMATM3aL,ia NPoLECiB pO3pobKK i
OHOB/IEHHS 3aCTOCYHKIB

F’Hyuyke macwtabyBaHHA

pecypcu 0oAalTbCs Ane Tam, 4e €
notpeba, 6e3 HaaMLWKOBUX BUTPAT

ApxiTeKTypa mikpocepsicis

He3aNeKHiCTb KOMMOHEHTIB, NPUCKOPEHHSA
PO3pPO6KM Ta OHOB/NIEHb

OPENSHIFT

FHYYKYy, HagiiHy Ta

RedHat
OpenShift

Be3neyHa poboTa Ha 6yab-AKii
iHppacTpyKTypi

bare metal, VMware, OpenStack, AWS,
Azure

CrivkicTtb go 360iB

aBTOMATUYHE BiAHOBNEHHA CepBICiB i
nepemilweHHA HaBaHTaXKeHHA

IHTerpauia 3 Retention
Lock Backup + DRaa$S

Ana 6esnepepBHOi PoHOOTU HaABITb Y pasi
HeAO0CTYNHOCTIi OAHOr0 3 ManAaH4YUKIB




Retention Lock Backup

Retention Lock Backup - ue piweHHA ons 3axucty
KPUTUYHO Ba)kAuBoi iHPopmalii, AKe pobuTb
pe3epBHi Konii «HeAOTOPKAHHMMU» HA BM3HAYEHUN
nepiog, 4acy. [licha CcTBOpeHHA Taki  Konil
HEMOX/MBO 3MIHUTU, BUOANNTU YN Nepe3anmcaTi.

l, 3axuct Big, wkiaaunsoro N3, ocobanso
BiA WndpyBanbHMKIB (ransomware)

l, 3anobiraHHA BUNaAKOBOMY YN YMUCHOMY
BUOANEHHIO pe3epB.iB

l, BianoBsigHicTb noniTMKkam 6e3neku

Ta HopmaTtueam (compliance)

l, IHTerpauis 3 Veeam Backup & Replication

l, BukopucrtanHa Dell DataDomain
AK 06nagHaHHA 3 NIATPMMKOK «HBNOKYBaHHAY




¥ 1.4 PCI DSS

PCI DSS 4.0.1 - mi*KHapoAHUMN cTaHAAPT 6e3neKkn AaHUX NNATiIXKHUX KAapTOK, 33
AKMM nobynoBaHo cepenoBulle B JaTaueHTpi «NMAPKOBUWN», rotose ans
0b6pobKu, 36epiraHHA Ta nepeaadi NNATIXKHUX OaHUX.




Draa$S

Pennikauina 3acobammn VMware abo Veeam

3anycK pe3epBHOro manaaHumka npotarom 30 xB.

YacTkoBa Tapudodikauia pecypcis
Pe3epBHUN MaNgaHYUK Y NPUBATHIN XMapi

ManagaHumK y Knesi, /IbBoBi Ta Bapluasi

BaaS

MPO NOCAYTIY:

v

v
v
v
v

Bekan 3acobamu Veeam

IHTerpauia 3 Veeam B&R Server
Pe3epByBaHHA Qi3NYHOI iHOPACTPYKTYpU
3axucT Big, BUAANeHHA bekany

ManaaHumK y Kuesi, J/IbBoBi Ta EC
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CDI — xmapHi poboui micya Ha 6a3i VMware Horizon. PilweHHA [ONOMOXe OpraHisyBaTu

ctabinbHy BigganeHy poboty

CniBpObITHMKIB

3aBAAKN Haﬂ,iﬁHMM KOMIMOHEHTaM

iIHOPACTPYKTYPU AaTaUEHTPY, AKa CTBOpeHa Ana 3abe3neyeHHa 6e3nepebinHOi poboTn npwm

Oyab-AKUX CLUEHapIAX.

LleHTpanisyBaBlinm poboYi HaBaHTaXKeHHA
Ta pecypcu, BU MOXKeTe YTUANi3yBaTu
EMHICTb, fIKa 3a3BMYall NPOCTOOE

HoBe poboye micue po3ropTaeTbCa 3a JiYeHi
XBUVNHU

JaHi He 3a/7MWatoTb 3aXULLEHMN NepPUMETP
CUCTEMM | HE MOXYTb MNOTPANUTU B YYXi

PYKH

&

3HMXKYIOTBCA BMMOTM A0 JIOTICTUKX  Ta
0b6cnyroByBaHHA KiHLEBUX MPUCTPOIB

Cunctema nobygoBaHa 6e3 €AMHOI TOYKM
BiAMOBM, WO MiHIMiI3ye npocToi y poboTi
cnispobiTHMKa

PilweHHA 3abe3nevyeTbeA HY/1IbOBUMM
IHBECTULIAMMW, 3aNYCKAETLCA 3 MiHIMA/IbHUM
Knactepom i po3wunploeTbca  6a0Kamu,
330LWa4XKYH0UM KOLWTH



OATALEHTP «MAPKOBUN»

Teputopia, aBTOHOMHICTb Ta 6e3nekKa

CepBepHi  nNpumiweHHs nobygoBaHi No  NpuMHUMUNY
«MPUMILLEHHA B MNPMMILLEHHI» WO rapaHTye A04aTKOBUM
3aXMCT Big 6yab-aKMX 3arpos

CtabinbHa poboTa 6e3 }KoAHOi 3yNNUHKM Hi Ha CEKYHAY

EHeproHe3aneKHicTb Ta aBBTOHOMHICTb

Tpu pepena 6e3nepebinHoro *KknsneHHAa no 1,6 MBT, oguH
3 AKUX B pe3epsi

ABTOHOMHA [AuM3eNb-reHepaTopHa EeNeKTPOCTaHLUifA, AKa
3aaTtHa 3abe3neunTtn ctabinbHy | uwinogobosy poboTty

AaTaueHTpy

Cucrema oxonopXeHHs

* [1BOKOHTYpPHA CMCTEMA OXO/I0AKEHHA

* DyHKUiA PpikyNniHra BUKOPUCTOBYE 30BHILLHE NOBITPA B
X0N04HY Nopy PoKy Wwob 3abe3neyyBaT BUCOKi MOKA3HUKU
eHeproepeKTUBHOCTI

Cuctema noXKeXoraciHHA

* [lo)KeXHa curHanisauia i aBTomaTM4YHa CMCTeMaA ra3oBoro
MOXKexoraciHHa

* KOXHa malnHHA 33713 OCHaLleHa aBTOHOMHOK CUCTEMOIO

MorKeXKoraciHHA Ha ocHOBI iHHOBaUiMHoro rasy Novec 1230,
AKNIM He WKoauTb 340p0B 1o Ta IT-o61aaHaHHIO



BE3MNEKA
TA HAAIUHICTb
IHOPACTPYKTYPU

30BHILLHI grKepena eHepro-
NOCTA4YaHHA NOTYXHICTO A0 4 MBT

Tpw axkepena 6e3nepebinHoro

*¥nsneHHsa no 1,6 MBT

BnacHa aBTOHOMHa An3senb-
reHepaTopHa eNeKTPOoCTaHuiA

CepTtudikatm gna pobotun 3 gepx-

CEKTOpPOM Ta byab-AKMM BizHecom

YKpaiHa:
TIER 1l Design, ISO 9001, ISO/IES 27001:2022, ISO/IES 27701,

KC3I, signosigHictb HBY No243, PClI DSS 4.0.1, ISO/IEC
27017:2015, ISO/IEC 27018:2019

S V2 tonfy,. %, 5 G2 tonfy,. %,

SR % J AN
{I : 3 @HauiOHaanMH n DSS
1S0: IS0 7] Haulonanouuit vty pss

27001:2022 1SO 27701

€C:

CepTtudikatu TIER Il Design i TIER Il Facility, 1ISO 9001, ISO/IES
27001:2022,ISO/IES 27701, cepTudikatM npauiBHUKIB piBHA
Professional, EPI-DCOS piBHsa 4, PCI DSS 4.0.1
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PO3MILWLEHHA CEPBEPHOIO OBJ/IAAHAHHA

BigmoBocCTiMKicTb poboTH
nigTeepaxeHa ceptudikatom TIER I

Mirpauia Ha NiaAroTtoBnerHy iHPPACTPYKTYPY
3 cynposoaom cnieuianictis LO/L

CTpyKTypoBaHa KabenbHa cuctema — sikicHe
Ta HagiHe ¢i3nyHe NiAKIHYEHHA

MoTy»KHicTb Ha Wwady — 8 KBT/cTilika
abo aganTaLis nig 3anuT KNieHTa

CtabinbHa poboTa 6e3 }KoAHOI 3yNUHKMK,
HaBiTb Nia Yac 6aekayTy

[JocTtyn oo obnagHaHHA AnLLE Y KNIEHTA
abo noro ynoBHoOBar*KeHoi ocobu




EKPAHOBAHI
KIMHATHU

KiMHaTK ocHalleHi iHCTpymeHTammn 6e3nekn Knacy A Ta CUCTEMOKD KOHTPOJIO

i PAHHbOIO CNOBILWEHHA NPO BiAXMNEHHA MiKpOoKAaimaTy VESDA.
Mu Mmaemo BCi HeobxigHi cepTudikatu  BignosigHocTi ana  pobotu
AK 3 AepKyCTaHOBaMM, TaK i bisHecom byab-akoro maclutaby.

v’ MoBHa i3onAauis Big,
eNeKTPOMarHiTHOro BnanBy

v ®i3nyHMiA 4OCTYN TiNbKK ANA
OKPEeMoro Kosa cniBpobiTHUKIB

v CNpAMOBaHa /IoKa/ibHa cUCTEMa

v/ OKpema eKpaHOBaHa KiMHaTa
NOXeXoraciHHA

ANA cneuianbHUX noTpeb

v’ CMrHanisau,is Ta BieocnoctepeskeHHs

v Cuctema KOHTPOJIIO AOCTYNY Ha 3anuT
3 AOCTYNOM A4 KNIEHTA

IENE

v KOHTPO/b 38 pO6OTOK Ta BUKOHAHHSA

v’ |HTerpaujia JoaaTKoBUX 6e3neKoBux
3aBAaHb cneujanictTamun Aata-LueHTpy

abo KOHTPOHOHYUX 3axoais



AKI 3A0A4I BUPIWWYKOTDb
HALUI KNTIEHTHU

3HMXKEHHA BUTPAT Ha 06CNyroByBaHHA Ta OHOB/IEHHS
IT-iHbpacTpyKTYypH

3axuCT Bif, AOBroTPMBaIMX BUMKHEHDb CBiTNA Ta baeKayTy

FeorpadiyHe po3HeceHHs AaHUX NO A0AaTKOBUM MalaaHYMKaM

Ayb6ntoBaHHA XxMapHOi iHGpacTpyKTypu y JlbBOBI, MNonbLyi, /INTsi
abo HimeuumnHi

[loBepHEHHA B YKPAIHCbKY XMapy Ta ONTUMI3aLia KOWTiB nicnA
po3miweHHA B AWS Ta Azure

MynbTUKNaya,— po3HECEeHHS PU3NKIB NOB'A3aHMX 3 3aN1EXKHICTIO
Big, 04HOro NiapAaHUKA.




LLIO OTPUMYIOTb HALUI K/TIEHTU

Byab aKkuii cepsic y xmapi nobyaoBaHUM Ha HOBOMY 06/1aHAHHI MoOXAUBICTb OTPUMATU BENIMKMI 06’EM pecypciB y CTUCAT TEPMIHW.
A-piBHA Ta BMKOPMCTOBYE OCTaHHiI Bepcii 3. Lle pao3BonAe
ONTUMI3yBaTh pecypcu Ta nobyaysaTn epekTusHI IT-naHawadpTn.

HaginHictb Be3neKy

®i3nyHi mangaHunkn Ta IT-iHdpacTpyKkTypa cepTUdikoBaHa 3rigHO Haw poceig 6yaysaty iHPPacTPyKTypy ANS KPUTUYHUX CepBiciB
Bumor TIER 3, gocTynHa nigTpuUMKa Big BeHAOpPiB 06/1aaHaHHS NPOMLLOB BUNPODOYBAHHA Nid Yac BiMHW.
Ta 3.

HapgiiHoro naptHepa OnepauiiiHi BUTpaTn
3HAHHA TAa HaBMYKWM HaLIUX iHXeHepiB AOCTYMHI ANA BUPILIEHHA PiwweHHs 3a6e3neyvyeTbca HYIbOBMMW KaniTalbHUMW BUTPaTaMM,
IHGPACTPYKTYPHUX 33434 KNIEHTIB. [03BONAE 3anycKartuca 3 MiHIMaNbHUM K/JlacTepom

i po3wnptoBaTMcA 610KaMM, 3a0LLLAANKYHOUM KOLITH.



NMOYATU CNIBMPALIO 3 HAMU AYXKE NIETKO

obcsar Ta Habip HeobXxigHUX

NIABEPEMO . ..
pecypciB Ta cepsicis

NepeHecTu i HanalwTyBaTH

AOMNOMOXEMO ;
Baly iHOPACTPYKTYpPY

Ta Hanaroaumo poboTy Ana

NMPOTECTYEMO "
HaMKpaLLOoro pesynbraTty

SAIMLLUIUMOCA 3 Bamu Ha 38’s3Ky 24/7



PH NAPKOBUI

. YKpPaAiHCbKMN eNeKTPOHHUIN CepBiC AepHKaBHUX NOCAYT.
D,.Lﬂ Cepsicom KOpUCTYOTbCA NOHaA 20 MAH YKpalHLiB, IXHA KiIbKICTb 3POCTAE WOAHA.

MobynoBa OKPEMOro BiAMOBOCTIMKOIO CTBOpEHHA i30/1bOBAHOrO0 NPOrpamHo- HagiiHnin  i30n1b0BaHUMA  MalgaHUMK,
MangaHyYMKa 3 noganblmMm anapartHoro KoMnaeKkcy Ta AKMMA NOBHICTIO BiQNOBIAAE AEPXKABHUM
nepeHeceHHAm  cepsiciB. MeTta - HaNAWTYBAaHHA MeperKeBOi B3aemogii 3 BMMOTaM i3 3axucTty iHpopmauii.
CTBOPEHHA reorpadiyHo po3noaineHoro A043aTKOBUM MaNAAHUYMKOM KNIiEHTA.

pilleHHs, AKe byae cTilike 40 30BHIiLLHIX
BNAMBIB Ta JIerKO MaclTaboBaHe.
KpUTMYHMM € HaABHiCTb y npoBangepa
ceptudikaty KC3I.



c» NAPKOBU I

sales@datapark.com.ua
datapark.ua
+38 (044) 377-77-77
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