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NataueHtp «MAPKOBUM» - €amHuMit 3  KOMepLHUX
JaTaueHTpiB B YKpaiHi mae ceptudikat TIER ||| Big
Uptime Institute, AkMM BigNOBIJAE MiXKHapogHOMY
cTtaHpapTy TIA 942.

3abesneuntn  edekTMBHY Ta  ctabinbHy  poboty
IT-iHbpacTpyKTypH yKpaiHCbKOro bi3Hecy Ta Aep*KyCTaHOB.

* [poBeaeHa MmoaepHisauis 0b61agHaHHA
* [lepexig Ha eanHWMin ctaHaapT Ta Cisco

* CrBopeHo Public cloud Ha VMware Ta Hyper-V
* BBegeHHsA B eKcnyaTalito nepLumx npoekTis Private cloud
* 3anyck cepsicy CDI (XmapHi poboui micLs)

* [MOCUNEHHA EKOCMUCTEMM 3aXMUCTY AaHWUX Ta BNPOBAAMKEHHA
[0aTKOBUX CEpBiciB Kibepbesneku

* 3anyck TexHonorii Retention Lock Backup + Data Domain, 3anyck
MiKpocepBicHoi nnatdpopmm Ha 6asi RedHat OpenShift

* 3anyck cepsicy Xmapa gna Al-3agav

@ﬁ% NMAPKOBUMN

AOATAUEHTP

HALUI KTIEHTHU

Ham poBipsaloTb AepKaBHi  CTPYKTYypM Ta  HamnbinbLui
npuBaTHi 6i3HecK B YKpaiHi.

bank Kpeaut OHinpo QS\ HA®TOIA3

reyna

ey € @ 9 X

B0rafH




CEPTU®IKATU, MAPTHEPU | TEXHONOTII

IHpopMaLinHa be3nekKa Ta AKICTb HAAAHHA NOCAYT KntouoBi compliance ceptudikatm
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NMYBNIYHHA XMAPA HA VMWARE
BY BROADCOM

MPO NOCANYIY:

l, MaiiaaHuuK y Kuesi Ta J/1bBoBi l, TectoBuiA nepioa i 4oAaTKOBI cepsicn l, MomicauHa Tapudikauia
l, KepyBaHHA 3a JONOMOroto l, laaS iHdpacTpykTypa :
. . r )
vCloud Director B YKpaiHi abo €EC > TR RIS R R [2e0)peis

l, 1SO 27001, 1SO 27001:2022, ISO 9001, ISO/IEC 27017, ISO/IEC 27018, PCI DSS 4.0.1,
KC3lI, PCI DSS, SAP 1a aso¢daKkTopHa aBTeHTUdIKaALLiA

, SLA: 99,95%



NMPUBATHA XMAPA

MpusatHa xmapa (private cloud) — ue ¢isnyHo i3onboBaHa BipTyasibHa iHPPACTPYKTYpa, NobyaoBaHa nNif,
Aitouy IT-iHGpacTpyKTypy 3aMOBHMKA. Bci pecypcn ana xmapHUX cepsiciB (cepsepun, cuctemu 3bepiraHHs
AAHUNX, MeperKeBi KOMNOHEHTH i 3) BU OTPUMYETE B KOPUCTYBAHHSA AK MOCAYTY.

Cepsic goctynHuit y Kuesi, JlbBoBi, a6o €EC BUCOKUM piBeHb NPOAYKTUBHOCTI pecypciB

MpuBaTHa  xmapa  AO3BONSAE  WBWAKO  OyaysaTu MpuBaTHa xmapa nobyaoBaHa TiNbKM ANA OAHOrO
reorpadiyHo-po3HeceHi MangaHuYMKn 6e3  BenUKux 3aMOBHMKa, BignoBiAHO i Gi3nYHI, | BipTyaNbHi NOTYXHOCTI
iHBECTUL,IN YTUANI3YIOTbCA CepBiCaMM AMLLE OAHOTO KIEHTA
IHAMBiIAYyanbHi pilLeHHA MOHITOPUHT IHPPACTPYKTYpPU
MpuBaTHY XMapy MOXHA KacTOMi3yBaTW nig 3aBAaHHA @i3snYHNIN piBEHb — KOHTPO/Ib AOCTYyny A0 wadu Ta
KnieHta. [lpoBanaep HAAAE TrOTOBE pilleHHs, fAKe BiaeoHarnaa.
BiANOBIAE TEXHIYHMM BUMOTramM KNi€HTA Mporpamuumn — Zabbix, npoayktn VMware.
YnpasniHHA Xmapoto Baprictb
JocTyn oo Kepyounx KomnoHeHTiB VMware yepes 3a BeNUKUX o0b6cAariB gaHMX | HaBaHTaXeHb MNpPMBATHY

vCloud Director XMapy YyTpUMyBaTU AelleBlue, HiX nyoniuHy



OPENSHIFT

OpenShift - ue rotoBa mikpocepsicHa nnatdopma Ha 6a3i Red Hat OpenShift
Container Platform, ake po3ropHyTe 3a pedepeHc-ausamHom DELL, wo go3sonse
TpaHchopmyBaTM  MOHOAITHY  IT-iHOPACTPYKTypy B  THY4YKYy, HaginHy Ta
MmacwTtaboBaHy cuctemy.

KoHTeliHepu3auia ta CI/CD Ee3neq|-.|a pobora Ha GYP-'D"'KWI
iHbpacTpyKTypi

aBTOMaTKM3aLiA NpoLeciB Po3pobKu 1 bare metal, VMware, OpenStack, AWS,
OHOBJIEHHA 3aCTOCYHKIB Azure
FHyuKe macwtabyBaHHA CrilikicTb go 360iB
pecypcu 4o4at0TbCA INLLe Tam, 4e € aBTOMaTU4YHE BiIAHOBNEHHA CEepBICIB i
notpeba, 6e3 HaaAULWKOBMX BUTPAT nepemileHHA HaBaHTaXKEHHSA
ApxiTeKTypa mikpocepsicis IuTerpauja 3 Retention
y Lock Backup + DRaaS
He3aNeXXHiCTb KOMMOHEHTIB, MPUCKOPEHHA ana 6esnepepBHOI pobOTU HABITb Y pasi

PO3POOKM Ta OHOBJIEHDb HeAO0CTYNHOCTI OAHOro 3 MaAaH4YMKIB



Retention Lock Backup

Retention Lock Backup - ue piweHHA ana 3axucry
KPUTUYHO BaXamBoi iHPopmauii, nAKe pobutb
pe3epBHi Konii «kHegO0TOPKaHHUMM» Ha BU3HAYEHUN
nepiog, 4acy. [lichAa cTBOpeHHA Taki  Konil
HEMOX/IMBO 3MIHUTU, BUOANNTU YN Nepe3anucaTu.

l, 3axucT Big wKiannsoro M3, ocobamnso
BiA WwWndpyBanbHUKIB (ransomware)

l, 3anobiraHHA BUNaaKOBOMY YM YMUCHOMY
BUOANEHHIO pe3epBiB

l, BianosiaHicTb nonitTMkam 6e3neku
Ta HopmaTtmuam (compliance)

l, IHTerpauia 3 Veeam Backup & Replication

l, BukopuctanHa Dell DataDomain
AK 061aAHaHHA 3 NiIATPUMKOK «60KYBaHHA»




PCI DSS

/ PCI DSS 4.0.1 - mirkHapoAHWM cTaHAapT 6e3nekn JaHUX NAaTiXKHUX KapToK, 3a
/ AKMM nNobyaosaHo cepeposuile B aTaueHTpi «MAPKOBUW», rotose ans
0bpobKuK, 36epiraHHA Ta nepeaadi NNATIXKHUX AaHUX.

l, BignosigHictb Bumoram PCl DSS, Visa Ta perynsaTtopis WwoA0 36epiraHHA NAaTIXXHUX aHUX

|, CepTndikosaHe cepeaoBuLe, LLLO roToBe A0 ayauTy - 6e3 noTpebu byayBaTh 3aXuUCT 3 HYAA

l, My6niyHa Ta NnpuBaTHa XMapa, po3milLeHHA cepsepis BianosiaHo Ao sumor PCl DSS
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MPO NMNOCAVYTY:
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Pennikauia 3acobammn VMware abo Veeam

3anycK pe3epBHOro manaaHuymka npotarom 30 xB.

YacTkoBa Tapudikaliia pecypcis
Pe3epBHMIM MaAaHUYMK Y NPUBATHIN XMapi

MawnaaHumk y Knesi, JIbBoBi Ta BapLuasi

BaaS

MPO NMNOCAVYTY:

v

v
v
v
v

Bekan 3acobamu Veeam

IHTerpauia 3 Veeam B&R Server
Pe3epByBaHHA Pi3NYHOI IHPPACTPYKTYpU
3axucT Big BUAaneHHA bekany

MawnpaH4umk y Kuesi, JibBoBi Ta EC
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CDI

CDI — xmapHi poboui micya Ha 6a3i VMware Horizon. PilleHHA AONOMOXKe OpraHisyBaTu

ctabinbHy BigaaneHy poborty

CniBpobITHUKIB

3aBAAKM  HaAiMHUM  KOMMOHEHTam

IHGPACTPYKTYpPU AaTaLEHTPY, AKa CTBOpeHa An1a 3abe3neyeHHA be3nepebinHoi poboTn npu

Oyab-AKNX CLEHapPIsX.

LleHTpanisyBaBlwM pobOYi HaBaHTaXKeHHA
Ta pecypcu, BW MOXKeTe YTWUAi3yBaTK
EMHICTb, IKa 3a3BNYall NPOCTOIOE

HoBe poboye micLe po3ropTaeTbCa 3a NiYeHi
XBUJIMHMU

[aHi He 3annwWwaloTb 3aXULWEHUN NepuMeTp
CUCTEMM | HE MOMKYTb MOTPANUTU B YYXi

PYKH

&

3HMXKYIOTBCA BUMOTM [0 NOTICTUKM  Ta
obcnyroByBaHHA KiHUEBUX NPUCTPOIB

Cuctema nobypoBaHa 6e3 €AMHOI TOYKM
BiAMOBM, WO MiHIMi3ye npocToi y poboTi
cniBpobiTHMKa

PiwweHHA 3abe3nevyeTbes HYNbOBUMMU
IHBECTULIAMMW, 3aNYCKAETLCA 3 MiHIMAaNbHUM
KNacTepom i pO3WNPIETLCA  B0Kamy,
3a0WaaKyoumM KOLWTH



OATALIEHTP «MAPKOBUN»

Teputopia, aBTOHOMHICTb Ta 6e3neKa

CepBepHi nNpumiweHHs nobyaoBaHi NO  NPUMHUMNY
«NPUMILLEHHA B MPUMILLEHHI» WO rapaHTyYE A0AaTKOBWUIA
3aXUCT Big, 6yab-AKMX 3arpos

CtabinbHa poboTa 6e3 }KoAHOI 3yNMUHKM Hi Ha CEKYHAY

EHeproHe3aneHicTb Ta aBTOHOMHICTb

Tpw axxepena 6e3nepebinHoro xueneHHs no 1,6 MBT, oguH
3 AKMX B pe3epsi

ABTOHOMHa Au3eNb-TeHepaTOpHa eNeKTPOCTaHLuiA, AKa
34aTHa 3abe3neynTtn cTabinbHy i uwinogobosy poboTy

AaTaleHTpy

Cucrtema oxonoaxeHHA

* [1BOKOHTYpPHA CUCTEMA OXO/IOAMKEHHA

e OyHKUiA PpPiKyNiHra BUKOPUCTOBYE 30BHILLHE NOBITPA B
XO0/I04HY NOpPY POKY W06 3abe3neyyBaTv BUCOKi MOKA3HMKM
eHeproedpeKTUBHOCTI

Cuctema noXkeXXoraciHHA

* [lo)KerXKHa curHanisauia i aBTomaTU4Ha CUCTEMA ra3oBOro
NOXKeXoraciHHA

* KoKHa MalmMHHa 3a/1a OCHaLEHAa aBTOHOMHO CUCTEMOIO
NOKeXKOoraciHHA Ha OCHOBI iHHOBaUiMHOro rasy Novec 1230,
AKUIM He WKoauTb 340p0B 1o Ta IT-o6nagHaHHIO



BE3MEKA
TA HALQIMHICTb
IHOPACTPYKTYPU

30BHILLHI grKepena eHepro-
NOCTAYaHHA NOTYXHicTio Ao 4 MBT

Tpw axkepena 6esnepebinHoro
*¥usneHHa no 1,6 MBT

BniacHa aBTOHOMHa Au3enb-
reHepaTopHa efIeKTpoCTaHLUiA

Ceptudikatn ansa pobotu 3 aepx-

CEKTOPOM Ta byab-aKknm HisHecom

YKpaiHa:

TIER 1l Design, 1SO 9001, ISO/IES 27001:2022, ISO/IES 27701,
KC3I, signosigHicte HBY Ne243, PClI DSS 4.0.1, ISO/IEC
27017:2015, ISO/IEC 27018:2019
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PO3MILWEHHA CEPBEPHOIO ObJIAOHAHHA

BiamoBocTinKicTb poboTun
niarsepa)eHa ceptudikatom TIER 1

Mirpauia Ha nigrotoBneHy iHGPACTPYKTYPY
3 cynposBogom cneuianictis LO/L

CTpyKTypoBaHa KabesibHa cMctema — AKicHe
Ta HagiHe di3nyHe NiaKNYEeHHS

MoTyKHicTb Ha wady — 8 KBT/cTiliKka
abo aganTtauia nig 3anuT KAieHTa

CtabinbHa poboTa 6€e3 }KoAHOI 3yNUHKN,
HaBiTb Nig Yac breKayTy

[Joctyn Ao obnagHaAHHA NnLLe Y KNIEHTA
abo Moro ynoBHOBa*KeHoOi ocobu




EKPAHOBAHI
KIMHATWH

KimHaTW OcCHalleHi iHCTpymeHTaMn 6e3nekn Knacy A Ta CUCTEMOIO KOHTPOJIO

i pPAHHbOrO CNOBILWEHHA NPO BiAXMNEHHA MiKpOKAaimaTy VESDA.
Mu maemo BCi HeobxigHi cepTudikath  BignoBigHOCTI Ana  pobotm

AK 3 AepXKyCTaHOBaMM, TaK i bisHecom byab-AKOro maclitaby.

v’ MosHa i3onAauis Big,
eNeKTPOMarHiTHOro BNanBy

v  ®i3nYHUIA JOCTYN TiNbKK ANA
OKPeMoro Kona cniBpobiTHUKIB

v CnNpsAMOBaHa /IoKa/ibHa cucTema

v/ OKpema ekpaHoBaHa KiMHaTa
NOXKeXOoraciHHA

ANA cneuianbHMX noTpeb

v CurHanisauin Ta BifeocnocrepesKeHHs

v CucTeMa KOHTPOIO AOCTYNY Ha 3anuT
3 A4OCTYNOM ANA KNiEHTA

KNIEHTA

v KOHTPO/b 33 pO60OTOO Ta BUKOHAHHSA

v/ IHTerpauia 4oaaTKoBMX Be3neKoBmx
3aBAaHb cneuianictamu gata-ueHTpy

ab0o KOHTPONIOOYMNX 3aX0AiB



AKI 3AA0A4YI BUPIWLWYKOTb

HALUI KTIEHTU

* 3HMXKEHHA BUTPAT Ha 06CNyroByBaHHA Ta OHOB/IEHHA
IT-iHbpacTpyKTypH

* 3aXM1CT Big, AOBroTpMBanMUX BUMKHEHb CBiTNa Ta beKkayTy

I 4 = B &

* [eorpadiyHe po3HEeCeHHA AaHUX N0 A0AaTKOBMM MalaaHYMKam

-

* [lybntoBaHHA XMapHOI iHGpacTpyKTypu y JibBosi, MonbLyi, /InTsi
abo HimeuuynHi

* [loBepHEHHA B YKPAIHCbKY XMapy Ta ONTUMI3aLia KOWTIB NicnA
po3miweHHA B AWS Ta Azure

* MynbTUKNaya — po3HECEHHS PU3MKIB NOB A3aHMX 3 3a/1IEXKHICTIO
Big, 04HOrO NigpAaHUKA.



IO OTPUMYIOTb HALWI KJTIEHTHU

Byapb AkniA cepsic y xmapi nobyaoBaHUiA Ha HOBOMY 06/1aAHAHHI MoXNuMBICTb OTPUMATK BENINKUIN 06’EM pecypciB y CTUCAI TEPMIHN.
A-piBHA Ta BWKOPUCTOBYE OCTaHHi Bepcii 3. Ue po3sonae
ONTUMI3yBaTK pecypcu Ta Nnobyaysatn ePpeKkTuBHI IT-naHgwadTy.

HapgilHicTb be3neKy

®i3nyHi mangaHumkm T1a IT-iHppacTpykTypa cepTudikoBaHa 3rigHO Haw poceig 6yayBatn iHPpacTpyKTYypy ONA KPUTUYHUX CepBiciB
Bumor TIER 3, gocTynHa niaTpuMmKa Big BeHAoOpiB obnagHaHHSA npoiwoB BUNPobyBaHHA Nig Yac BiNHMN.
Ta 3.

HapgiiHOro naptHepa OnepauiiHi BUTpaTH
3HaHHA Ta HAaBWYKM HALWIKUX iHXEHepiB AOCTYNHI ANA BUPIWIEHHA PiweHHA 3a6e3nevyyeTbca HYNbOBMMM KaniTa/lbHUMMKU BUTPATAMMU,
IHQPACTPYKTYPHMX 33434 KNIEHTIB. [03BONAE 3anycKaTtumca 3 MiHIMaAbHMUM KJlacTepom

i pPOo3LnprOBaTUCA 6J'IOKaMVI, 3a0lWaaxKyro4n KOLWTH.



NMOYATU CNIBNPALIO 3 HAMWU OYKE JIETKO

obcar Ta Habip HeobxiaHMX

NIABEPEMO ] i
pecypcis Ta cepsicis

NepeHecTu i HanawTyBaTH

AOMNOMOMXEMO ]
Baly iHGPACTPYKTYpPY

Ta Hanaroaumo poboty ans

NMPOTECTYEMO o
HaMKpPaL,Oro pesynbraTty

SAIMLLUUMOCA 3 Bamu Ha 3B’a3Ky 24/7



H NAPKOBMI

. YKPaAiHCbKMI eNeKTPOHHUIN CEePBIC AeprKaBHMUX MOC/YT.
.D,.Lﬂ CepBicom KopuUcTytoTbCcA NoHaa, 20 MAH YKPaAIHLUiB, IXHA KiNIbKICTb 3POCTAE WO4HA.

MobyaoBa OKpPeMoro BiAMOBOCTIKOro CTBOpPEHHA i30/1bOBAHOr0 MPOrpamHo- HagiftHnii  i3onboBaHM  MagaHuuK,
ManaaH4YMKa 3 noAanbLnm anapaTtHoro KOMMNAEKcy Ta AKMA MOBHICTIO BiANOBIAAE AEPKABHUM
nepeHeceHHAM  cepsiciB. Meta - HaNaWTYyBaHHA MeperKeBOi B3aEMOAii 3 BMMOram i3 3axmcTy iHpopmaliji.
CTBOPEHHA reorpadiyHo po3nosineHoro [0AATKOBMM MalAaHUYMKOM KAiEHTa.

pileHHs, Ake byae CTillKe [0 30BHiLLHIX
BN/AMBIB Ta Nerko macwrtabosaHe.
KpUTMYHMM € HasaBHiCTb Yy npoBaKgepa
ceptndikaty KC3I.
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